JOB DESCRIPTION
Cybersecurity Architect

ROLE SUMMARY:

- The post holder will oversee the design, implementation, and maintenance of the
institution's cybersecurity infrastructure and systems. The role will involve strategic
planning, team leadership, and ensuring the reliability, security, and scalability of our IT
infrastructure to support the institution's academic and administrative operations.

EDUCATION AND EXPERIENCE:

- Bachelor's degree in Computer Science, Information Security, Computer Information
systems, Computer Engineering, or related technical degree from an accredited
institution. A master's degree is preferred.

- 10+ years of experience in managing cybersecurity systems and services.

- Proficient in cybersecurity tools and methodologies, such as ITIL, COBIT, etc., and
cybersecurity technologies and vendors, such as Cisco, Microsoft, AWS, etc.

- Strong knowledge of cybersecurity frameworks, standards, and best practices, such as
NIST Cybersecurity Framework, ISO 27001, and CIS Controls.

- Familiarity with regulatory requirements in the education sector, such as FERPA and
HIPAA, and experience implementing compliance controls.

- Excellent communication, presentation, and interpersonal skills, with the ability to
influence and inspire diverse and cross-functional teams, and senior management and
stakeholders.

- Strong analytical, problem-solving, and decision-making skills, with the ability to handle
multiple tasks and prioritize effectively, and deal with ambiguity and uncertainty.

- Ability to work independently and proactively, as well as collaboratively and
cooperatively, and adapt to changing and complex environments.

- Certification in cybersecurity, such as CISSP, CISM, CEH, AWS, etc., is preferred.

ACCOUNTABLE TO:

- Director, Information Technology Center
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DEPARTMENT HEAD:

- Director, Information Technology Center
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MAIN RESPONSIBILITIES:
Establish and communicate the cybersecurity vision, strategy, and direction of the university,
involving senior management and key stakeholders, and ensuring buy-in and support.

Develop and implement a robust cybersecurity architecture framework for the university,
encompassing networks, systems, applications, and data.

Collaborate with key stakeholders, including the IT team, academic departments, and administrative
units, to understand their cybersecurity requirements and design appropriate solutions.

Conduct risk assessments and vulnerability analyses to identify potential security threats and
recommend countermeasures.

Design and oversee the implementation of security controls, ensuring the confidentiality, integrity,
and availability of university systems and data. Conduct regular security assessments to identify
vulnerabilities in systems, applications, and infrastructure.

Foster a culture of collaboration, excellence, and innovation, encouraging creativity, learning, and
improvement across the cybersecurity function and the university.

Manage the relationship with cybersecurity sponsors, partners, and vendors, ensuring clear and
timely communication and feedback, and negotiating contracts and agreements.

Identify and manage cybersecurity risks, issues, and dependencies, and implement mitigation and
contingency plans.

Develop and implement security awareness and training programs to educate the university
community about cybersecurity best practices.

Provide guidance and support to incident response teams during cybersecurity incidents, ensuring
effective incident containment, analysis, and recovery.

Conduct cybersecurity portfolio management, and prioritize and allocate resources across the
cybersecurity projects and initiatives, ensuring optimal utilization and alignment with the university’s
strategic goals.

STAFF DEVELOPMENT

Act as a role model by presenting a positive and dynamic image.
Participate in relevant in-service education and induction programs.

Actively participate in Staff Development and Performance Review.
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3 CONFIDENTIALITY

3.1 Ensure that confidentiality is maintained at all times in conjunction with the organizations
confidentiality policy.
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